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Abstract—The pharmaceutical industry depends on a compli-
cated supply chain with numerous participants to make sure that
pharmaceuticals are delivered to patients without a hitch. This
supply chain, however, suffers a number of difficulties, such as a
lack of confidence, drug fraud, sudden medicine shortages, prod-
uct recalls and compliance problems. We suggest PharmaSync,
a blockchain-based solution that guarantees transparency for
the general public while safeguarding the trade secrets of
pharmaceutical companies involved in the pharmaceutical supply
chain process. To address these issues-

PharmaSync ensures privacy through zero-knowledge proof
algorithms, establishes stakeholder transparency, prevents drug
counterfeiting through traceability and regulatory compliance,
improves product recall management, lowers costs, and improves
compliance by utilizing blockchain technology. The solution
makes use of a number of modules, including recall management,
compliance data verification, fine-grained user access control,
inter-supply chain participant verification, decentralized identity
management, and data authenticity assurance using digital sig-
natures. PharmaSync’s deployment seeks to raise patient safety,
protect brand reputation, and boost the pharmaceutical supply
chain’s overall effectiveness.

Category—PharmaSync falls under categories, such as Indus-
try, Innovation and Infrastructure, Responsible Consumption
and Production, Good Health and Well-being, Decent Work
and Economic Growth, Peace, Justice, and Strong Institution,
Partnerships for the Goals, SDG—3, 8, 9, 12, 16, 17 (UN
Sustainable Development Goals)

I. PROBLEM STATEMENT

The traded value of pharmaceutical supply chains has ex-
panded over the past 20 years as a result of the globalization of
the pharmaceutical sector, from $113 billion in 2000 to $629
billion in recent times [2]. According to Data Bridge Market
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Research, the pharmaceutical logistics market is predicted to
grow from USD 227.45 billion in 2022 to USD 446.61 billion
by 2030, at a CAGR of 8.8% from 2023 to 2030 [3]. In
a survey conducted by Usp.org, 90% of doctors expressed
concern that the global medicine supply chain might not
be dependable and trustworthy in times of emergency [4].
The pharmaceutical supply chain has a number of difficulties
that may have a big influence on patient safety and privacy,
medication access, and overall healthcare delivery.

A. Privacy Concerns and Issues Surrounding Trade Secrets

A pharmaceutical supply chain can suffer severe damage
from privacy and trade secret breaches because they can
compromise sensitive patient data, undermine competitive ad-
vantage, and erode stakeholder confidence. On December 10,
2021, BioPlus reported a hacking breach on or around October
25, 2021, impacting a network server and exposing the PHI
of 350,000 individuals, including names, contact information,
dates of birth, medical record numbers, health insurance and
claims information, diagnoses, prescription details, and Social
Security numbers. [13]

B. Drug Counterfeiting

Drug counterfeiting is a serious threat to the pharmaceutical
supply chain, which also jeopardizes patient safety, erodes
public confidence in medicines, and compromises the reli-
ability of the entire healthcare system. The annual sales of
adulterated or substandard drugs in Bangladesh are estimated
to exceed Tk1,500 crore, accounting for 20% of total sales.
[5] In many developing countries, including those in Africa,
Asia, and South America, counterfeit medicines constitute a



significant portion, ranging from 10% to 30% of all medicines
on the market. [6] (Fig. 1)
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Fig. 1. Total number of counterfeit incidents concerning pharmaceuticals
worldwide

C. Emergency On Drug Shortage

Emergency drug shortages pose serious problems for the
pharmaceutical supply chain because they prevent timely
access to life-saving drugs which jeopardizes patient health
and safety. The following table is a case study on five drugs
which shows the change in volume and price in comparison
to substitutes during drug shortage. (Fig. 2)
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Fig. 2. FDA Active Drug Shortages

D. Product Recalling

Product recall in the drug supply chain refers to the process
of removing and retrieving pharmaceutical products from the
market due to safety concerns or regulatory violations. Ac-
cording to FDA (US Food and Drug Administration) statistics,
14,000 drug recalls happened in the last 4 years. That averages
out to nearly four drug recalls a day. A consumer study
found that 15% of consumers would never purchase a recalled
product and 55% of consumers would switch brands after a
recall, regardless of whether it was merely temporary. [8] (Fig.
3)
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Fig. 3. Different causes of major recall in five years (2016-2020)

E. Cold Chain Management

Due to the stringent temperature requirements for drug
storage and transportation, cold chain management in the
pharmaceutical supply chain presents a considerable challenge.
According to SDCExecutive, CDC statistics from the first
quarter of 2021 indicated a 20% loss of the Covid vaccine ow-
ing to problems with the cold chain. According to the IQVIA
Institute for Human Data Science, supply chain temperature
control issues cost the biopharmaceutical industry $34 billion
yearly [10].

FE. Cost and Compliance Issues

The pharmaceutical supply chain deals with many govern-
ment compliance and cost-related issues. Regulation changes
entail numerous compliance obligations that raise complexity
and costs such as failure to follow written procedures, failures
in laboratory controls, SOP(Standard Operating Procedures).

Conventional pharmaceutical supply chain systems face the
following challenges:
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Fig. 4. Conventional pharmaceutical supply chain challenges

The primary objective of our solution is to address critical
challenges within the pharmaceutical supply chain, including



pervasive privacy and trade secret breaches that compro-
mise patient data and stakeholder confidence. Tackling drug
counterfeiting, a significant threat jeopardizing patient safety
and eroding public trust is crucial. Additionally, the project
targets emergency drug shortages, hindering timely access to
life-saving medications, and aims to enhance product recall
processes to mitigate safety concerns and consumer dissat-
isfaction. Cold chain management complexities, leading to
substantial losses, and the burden of cost-related government
compliance issues are central areas of focus for improvement
and optimization.

Blockchain technology can be effective in this case, where
supply chain coordination, integrity, and transparency are cru-
cial for the delivery of safe and efficient products. Blockchain
systems have the ability to pinpoint the origin of data which
makes them particularly suitable for ensuring traceability by
effectively identifying the specific stakeholder responsible for
a particular issue or problem. Therefore, the objectives of the
project are:

o To ensure privacy and protect trade secrets using ZK
proof using zkSnark algorithm and other efficient encryp-
tion techniques

o Establish transparency throughout the supply chain to
improve the communications and coordination amongst
the supply chain stakeholders

o Prevent drug counterfeiting by ensuring traceability and
strict adherence to regulatory compliances

o Monitoring regulatory compliance in the supply chain
by monitoring adherence to the laws, regulations, and
guidelines so that the safety, efficacy, and quality of
pharmaceutical products throughout the supply chain is
assured.

o Implement strategies to mitigate emergency drug short-
ages, prevent product recalls, ensure effective cold chain
management, and uphold optimal cost-effectiveness while
maintaining brand equity.

II. SOLUTION

Despite the fact that cutting-edge technologies have made
exceptional progress against corruption and developing public
transparency, issues with the existing mechanisms still exist.
We propose to apply blockchain technology within supply
chain management procedures and contrast it to the current
ones because blockchain technology has been developed and
designed to achieve integrity, transparency, efficiency, and
data accuracy, goals that are highly valued in supply chain
management. We also aim to keep the integrity of the trade
secrets within the supply chain.

PharmaSync ensures privacy, establishes stakeholder trans-
parency, prevents drug counterfeiting through traceability and
regulatory compliance, and improves product recall manage-
ment while streamlining product recall processes and cutting
expenses by utilizing blockchain technology

A. Solution Overview

Our solution consists of a few modules, which are:

o Seamless end-to-end and secured data sharing pipeline:
Using Zero-knowledge proof, our solution aims to op-
timize the multi-party trust assurance, verification, and
accessibility, thus tackling SDG Goal 17: Partnerships
for the Goals, referring to the supply chain stakeholder
collaboration.

o Fine-grained wuser access control: Using a Hybrid
blockchain with public transparency and permission con-
trol, our solution meets SDG 9: Industry, Innovation,
and Infrastructure. It issues and verifies the credentials
of supply chain stakeholders at operational levels with
immutable certificates.

o Privacy-enhanced Decentralized Identity (DID) infras-
tructure solution using Hyperledger Aries, Indy, and Ursa:
Decentralized identity is a type of identity management
that allows people to control their own digital identity
without depending on a specific service provider.

e ZKKYC submodule for inter-supply chain participant
identification and verification: In 2021, financial insti-
tutions spent an estimated $37.1 billion on AML-KYC
compliance technology and operations. This submodule
also serves SDG 12: Responsible Consumption and Pro-
duction.

o IoT integration to measure supply chain products, such as
temperature and humidity: Our solution aims to provide
an optimal recall management system with early fault
detection and control counterfeiting. Since the value of
the counterfeit drug market annually is $200 billion, our
solution helps meet SDG 3: Good Health and Well-being.

« Recall management system to ensure efficient traceback
and elimination of defective products from the market
within minimum time and resources, meeting SDG Goal
8: Decent Work and Economic Growth. The number of
U.S. products recalled this year has already surpassed 1
billion.

o Ensuring compliance data accessibility and verification
by issuing soul-bound NFT (Non-Fungible Token) for
the compliance data, ensuring SDG Goal 16: Peace,
Justice, and Strong Institutions. Additionally, the total
number of FDA warning letters referencing data integrity
deficiencies has increased significantly in recent years.

o Ensuring authenticity of user-uploaded data using the
Schnorr digital signature: The Schnorr digital signature
is a highly efficient and compact digital signature that
enables other users and the system to verify the authen-
ticity and integrity of the data.

B. Architecture

Our solution focuses on “Ensuring customer transparency
while hiding the business secrets”. To ensure customer trans-
parency, we are using a public permissioned blockchain ap-
proach where everyone from the general public to regulatory
bodies can observe the product and its quality data. It is
permissioned due to the level of access to the data an user
is given. Some of the core technical features that our solution
proposes in the architecture are:
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Fig. 5. Sequence diagram of the proposed solution

o Zero Knowledge Proofs: Zero-knowledge proofs (ZKPs)
are cryptographic protocols that allow one party (the
prover) to prove the validity of a statement to another
party (the verifier) without revealing any additional in-
formation beyond the truth of the statement itself. The
solution implements one of the variations of Bullet-
proof algorithm to compute the zero-knowledge proof
efficiently, which takes less space for ensuring zero-
knowledge proof and is also one of the fastest prover
algorithms with no trusted setup.
e ZK-KYC: The KYC module is required to register the
supply chain stakeholders who directly participate in the
workflow of the solution. Zero-knowledge proofs are
applied to Know Your Customer (KYC) processes to
enhance privacy while still providing necessary verifica-
tion. The zero-knowledge standard applied to follow the
protocol defined on Annoncreds implemented on the top
of the W3C DID standard.
o Schnorr Digital Signature: The Schnorr digital signature
scheme, based on elliptic curve cryptography, provides
an efficient, secure, and linear method for creating and
verifying digital signatures. It involves key generation,
signing, and verification processes. Schnorr signatures
offer advantages such as shorter signature lengths, faster
computation, linearity for multi-signature schemes, and
simplicity in implementation.
The sequence diagram of different stakeholders interacting
with the provided solution are in Fig. 5.

“PharmaSync” consists of different stakeholders. Manu-
facturers first get confirmation from regulatory bodies and
store the verification information in the smart contract. After

that, manufacturers upload blockchain information along with
certificates using IPFS and store the hash in the blockchain.
Similarly, when distributors receive the confirmation of the
receiving lot, they transfer it to the retailer by saving the
storage information to the blockchain. While manufacturers,
distributors, and retailers store the information as a certificate
to the blockchain, they need their decentralized identifica-
tion and security via digital signature. When drug lots are
transferred to the pharmacy or hospital, confirmations are
also added to the blockchain via smart contract. Product
quality-related information is added to the public blockchain
while lot quantity and other business-related information are
added in the private blockchain. Thus, on one hand, DIDs
secure identity, while on the other hand, storing public data in
decentralized file storage and trading information on a private
chain creates a hybrid chain infrastructure that enhances the
overall security of PharmaSync.

The technical architecture can be discussed from two main
high-level architectural views:

o Application Component Architecture

o Identity Information Architecture

C. Application Component Architecture

The application component architecture deals with the dif-
ferent parts of a node component and how they work together
to form the application, blockchain, and data layer.

1) Application Layer: The application layer consists of
three sub-layers, which involve end-user interactions:

o End User Application (Mobile App and Web Portal)

o Development Portal (Node)

o Smart Contract Layer (Solidity)
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Fig. 6. Application Component Architecture of PharmaSync

2) Blockchain Service Layer: The distributed ledger layer
with Hedera Hashgraph services consists of core modules,
token, a smart contract engine, file services, and a transaction
manager. The Network Services Module orchestrates efficient
communication and networking protocols among nodes. The
File Service Module offers secure and decentralized file stor-
age capabilities, allowing users to manage their files using
cryptographic keys. With the Identity Management Module,
Hedera Hashgraph enables the establishment and administra-
tion of digital identities. Product management and quality
assurance are handled with the Hedera smart contract ser-
vice. The token service is used to create a soul-bound non-
transferable NFT to issue QA certificates. The file itself is
managed in the decentralized IPFS service. Finally, Hedera
has a unique service called Hedera Consensus Service (HCS)
which is a purpose-built tool for creating decentralized, au-
ditable logs of immutable and timestamped events. Its pub-
sub-based architecture is a perfect fit for tracking supply chain
items throughout their lifetime. It also supports pulling data to
private network setups for private transactions. We enable the
storage and verification of data in a privacy-preserving way
with ZK proof using Cairo to create and execute arithmetic
bulletproof circuits.

3) Data Layer: The data layer is the storage layer and
consists of on-chain and off-chain storage services. For on-
chain data service, the Hedera private network is used for
managing government and industry-compliant data, and the
public Hedera chain supports the supply chain flow. Hedera
public chain is one of the most suitable enterprise-level chains
out there because of its extremely fast transaction time and
TPS (Transactions Per Second). Also, unlike any other main-
stream public blockchain platform, it has a fixed transaction
fee rate, and that fee is among the cheapest. For identity
DID (Decentralized Identifiers) of stakeholders, they are stored
on the Hyperledger Indy chain. For off-chain service, the
API layer and application hosting service off-chain regular
web3 service are used, and IPFS (InterPlanetary File System)
is the decentralized data storage for storing and retrieving
documents.

D. Identity Information Architecture

The proposed identity information architecture combines
Hyperledger Ursa, Aries, and Indy to form a Self-Sovereign
Identity (SSI) system based on Decentralized Identifiers (DID).
With interoperability and pluggability at the infrastructure
level, users can achieve secure supply chain transactions, lever-
aging Aries’ open-source wallets for digital credentials and the
DKMS (Decentralized Key Management System) architecture
[15]. Aries utilizes agent and wallet components, powered
by Ursa’s cryptographic library while running the DID com-
munications protocol on the Indy ledger. The Indy ledger
encompasses multiple ledger types, including pool, audit,
domain, and config ledgers, each maintaining its transaction
logs and Merkle trees for added security and functionality. This
architecture provides a robust framework for SSI, enabling
secure, flexible, and privacy-enhanced identity management in
supply chain ecosystems.

Here is an example DID of a supply chain stakeholder
following the W3C standard with custom implementation:

E. Zero Knowledge Proof construction

In Pharmasync, Bulletproofs algorithm is used to provide
zero-knowledge proofs for statements related to the authentic-
ity and integrity of drug transactions. Below is illustrated how
Bulletproofs can be applied to verify the validity of a drug
transaction:

Let’s consider a scenario where a manufacturer (M) sells a
batch of drugs to a distributor (D). The transaction includes
the following information:

Manufacturer’s public key: Py, Distributor’s public key: Pp
Batch ID: B Quantity of drugs: @ Price per unit: P

To prove that the transaction is valid without revealing any
sensitive information, we can construct the following equations
using Bulletproofs:

The equation for Quantity:

Co=(Pu-Q)+ (Pp-(-Q))
The equation for Price:

Cp=(Pu-P)+(Pp-(—P))



{
"@context": "hitps://www.w3_org/ms/did/v1",
"id": "did:pharmasync:123436789",
"authentication”: [
{
"type": "Ed25519SignatureAuthentication2018",
"publicKey": "did:pharmasync:123456789%keys-1"
¥
1.
"publicKey": [
{
"1d": "did:pharmasync:123456789%keys-1",
"type": "Ed25519VerificationKey2018",
"controller”: "did:pharmasyne:123456789",
"publicKeyBase58": "TnCnIRAQBeNcMQH76v2kKRTmCqAS 1b91jIfXAzB+X Q8"
¥
1.
"service": [
{
"1d": "did:pharmasync:123456789#service-1",
"type": "VerificationService”,
"serviceEndpoint": "https://pharmasync com/verification”
}
1.
"created”: "2023-05-18T10:00:00Z".
"updated”: "2023-05-18T10:00:00Z"
}

Fig. 7. DID of a supply chain stakeholder following the W3C standard with
custom implementation
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In these equations, Cg and Cp represent the commitments
to the quantity and price respectively. Py; and Pp are the
public keys of the manufacturer and distributor, and ) and P
are the quantity and price values of the transaction.

With Bulletproofs, we can generate a zero-knowledge proof
to demonstrate that the commitments Cg and Cp satisfy the
following conditions:

e The sum of the manufacturer’s commitment and the
distributor’s commitment equals zero (Cg + Cp = 0).

o The manufacturer’s commitment is correctly multiplied
by the quantity and price values, and the distributor’s
commitment is correctly multiplied by the negative of
the quantity and price values.

By constructing and verifying these equations using Bullet-
proofs, it is possible to prove the validity of the drug trans-
action without revealing any specific values of the quantity or
price.

FE. Schnorr Digital Signature

For further fortifying the authentication and verification
process within the infrastructure of the blockchain, the Schnorr
digital signature algorithm scheme is incorporated. The data
exchange between two stakeholders of the application can
be signed with Schnorr digital signature to strengthen the
verification process.

Key Generation:

1) The distributor generates a private key (random secret
integer) represented by ’d’.

2) The distributor computes the public key by performing
elliptic curve point multiplication: D = d-G, where *G’
is a predefined base point on the elliptic curve.

Signature Generation:

1) The distributor selects a random nonce (another secret
integer) represented by ’k’.

2) The distributor computes the nonce’s corresponding pub-
lic key by performing elliptic curve point multiplication:
K=k -G.

3) The distributor generates a commitment value, ’e’, by
hashing the message to be signed along with the public
key: e = Hash(message||D||K).

4) The distributor computes the response, ’s’, by combining
the private key, the nonce, and the commitment value:
s = (k+e-d) mod n, where 'n’ is the order of the
elliptic curve’s base point.

5) The distributor creates the signature consisting of the
response ’s’ and the commitment value ’e’.

Signature Verification:

1) The manufacturer receives the signature (s, e), the mes-
sage, and the distributor’s public key (D).

2) The manufacturer computes the commitment value ’e’
by hashing the message along with the distributor’s
public key: e = Hash(message|| D).

3) The manufacturer verifies if K = s- G — e - D by per-
forming elliptic curve point addition and multiplication.



4) If ’K’ matches the computed value, the signature is valid,
indicating that the distributor is the authentic signer;
otherwise, it is considered invalid.

III. COMPETITION

Since our product covers and addresses many issues cur-
rently faced by the pharmaceutical industry, there are com-
petitors that we need to take into account before going further
with our product. Here are some notable ones —

e MediLedger: In order to improve supply chain in-
tegrity and interoperability in the pharmaceutical sector,
MediLedger is a blockchain-based platform. It empha-
sizes medicine tracking, verification, and regulatory com-
pliance. [28]

o IBM Blockchain: IBM has been actively involved in
blockchain solutions for the pharmaceutical industry.
Their offerings include the IBM Blockchain Platform,
which can be leveraged for supply chain transparency,
drug provenance, and clinical trial data management. [29]

o FarmaTrust: FarmaTrust is a company that utilizes
blockchain technology to address drug counterfeit issues.
Their platform provides traceability and verification so-
lutions to ensure the authenticity and integrity of phar-
maceutical products. [30]

o Blockpharma: Blockpharma is a blockchain-based plat-
form that aims to fight against counterfeit drugs by
ensuring drug traceability and authenticity. They utilize
blockchain technology to provide a decentralized and
secure ledger for tracking pharmaceutical products. [31]

o Smart Software Solutions: It is a Bangladeshi startup that
offers solutions to improve product sales features, inven-
tory management, barcode generation, barcode scanning,
retail management, return tracking, etc. [32]

o PharmaSolutions Bangladesh Ltd: PharmaSolutions is a
Bangladeshi-based company that claims to utilize trade
return management and relabeling management. Their
services also involve product registration, patient order
management, and consultancy [33].

o MediSoft Bangladesh Ltd: MediSoft is a Bangladeshi-
based company that streamlines and automates the pro-
cesses of wholesale trade and distribution companies.
It facilitates seamless communication between manufac-
turers and retailers, optimizing business processes and
enhancing customer relationships in the pharmaceutical
supply chain [34].

It is important to note that while several existing blockchain
solutions in the pharmaceutical industry address certain issues,
none of them provide a comprehensive solution that encom-
passes all the challenges we aim to tackle with PharmaSync.
Our revolutionary product, PharmaSync, offers a unique and
comprehensive approach to addressing the various issues
plaguing the pharmaceutical sector.

PharmaSync goes beyond existing solutions by providing
a holistic platform that tackles multiple pain points in the
industry. From drug traceability and supply chain management

to authentication, anti-counterfeiting, data privacy, and compli-
ance, PharmaSync offers an all-in-one solution that seamlessly
integrates with existing systems and processes.

IV. FEATURES, BENFITS & IMPACT

The traditional pharmaceutical supply chain system faces
issues such as data privacy, lack of transparency, drug short-
ages, frequent recalls, inadequate temperature monitoring, and
increased regulatory compliance burdens. Table-1 has given
the issues with the current process along with the benefits of
our proposed solutions.

Our solution is poised to make a substantial impact by
encompassing a broad market area, effectively reaching and
benefiting a significant number of stakeholders within the
industry. The anticipated market size for the global Counterfeit
Drug Detection Device market in 2023 would be based on the
supplied CAGR of 4.0%.

It is predicted that healthcare systems must spend at least
$359 million annually on labor resources and $200 million
annually on alternative therapies to manage or reduce short-
ages. The US market is the only one where this applies. This
element could not be the subject of any workable study for
low- and middle-income nations. We will therefore determine
how much the US healthcare system spends on medicine
shortages relative to the total amount spent on healthcare
globally, which will provide us with a rough estimate and
enable us to comprehend the gravity of this problem on a
worldwide level. [17] The United States spent 17.8% of its
GDP on health care in 2021, about twice as much as the typical
OECD nation. [18] Global labor resource expenditure is equal
to US labor resource expenditure multiplied by the US share
of global healthcare expenditure. Spending on labor resources
worldwide is $359,000,000 x 0.18 = $64.62,000,000 Global
healthcare spending equals US healthcare spending plus the
ratio of US healthcare spending to global healthcare spending.
Spending on alternative medicine worldwide is $200 million
times 0.18, or $36 million. We arrive at a net financial impact
of $659.62 million after this calculation.

Drug development is a lengthy and time-consuming process
that costs millions of dollars and takes, on average, 10 to 15
years of valuable time. If any drugs are later recalled, this
reduces the company’s market share and causes significant
financial loss, as was the case with the recall of metformin
extended-release use for type 2 diabetes mellitus due to
lupin effects. is the sale of two generic drugs, Fortamet and
Glumetza, for $25 and $15 million respectively to our FY21
and FY22. Analysts estimate that its sales in the USA were
between $25 and $40 million in FY20, although accounting
for only 3% to 5% of its overall revenue. [21] Sales losses of
$25 million in FY21 and $15 million in FY22 are anticipated
as a result of the recall of generic versions of Fortamet and
Glumetza. Since the loss can differ from company to firm,
we will use this example as a baseline in our calculations.
Additionally, we do not accept the loss of having our brand’s
reputation destroyed as a result of such events, which may
give rise to arguments. The average loss amount, which is $20



TABLE I
PHARMASYNC AS A SOLUTION TO CURRENT ISSUES

Steps | Current Process

Issues with Current Process

Proposed Process

Benefits of Proposed Process

1 Inadequate protection of
private data

It results in numerous breaches over
the years, causing privacy and secu-
rity issues

PharmaSync proposes to use a pri-
vate chain to secure trade secrecy and
keep the internal transaction informa-
tion safe

Stakeholders of the company get
the security of their product for-
mula, supply chain lifecycle, trade
secrecy, and safe transformation

2 Insufficient transparency
measures allow for the
presence of adulterated or
substandard drugs, cost-
ing 20% of total sales

It poses threats to patient safety,
public trust with medications, and
overall integrity

PharmaSync keeps track of the real-
time data of supply chain transactions
with hedera consensus service

Transparency with regulatory bod-
ies, companies can make early
damage control to the pharmaceu-
tical supply chain. This could also
reduce recall management issues

3 Due to a lack of monitor-
ing activity, drug short-
age occurs for essential
medications

It compromises reliable access to
necessary drugs, including supply
chain disruption

Every supply chain stakeholder can
access the real-time data of movement
in the supply chain

Real-time and reliable access by
stakeholders leads to proper inven-
tory tracking

4 High frequency of drug
recalls makes the current
chain ineffective in re-
solving issues

It causes consumer distrust, as 15%
of them refuse to buy products and
55% switch brands, even if the recall
is temporary

Product quality data is public, and reg-
ulatory bodies and the general public
can verify its authenticity

Since product quality data is up-
dated at every chain movement,
most defective products can be
identified within the chain before
launching them

5 No monitoring devices
are available to track
temperature-sensitive
drugs whatsoever

Due to issues such as vaccines, fail-
ure to provide the required condi-
tions leads to $34 billion in losses
annually

IoT integration with the blockchain
system enables the government and
stakeholders to monitor the real-time
condition of temperature and humidity
of drugs

Companies can monitor their prod-
uct’s condition in real-time. Inte-
gration with the regulatory body
reduces time, cost, complexity, and
middlemen

6 Regulatory changes in-
troduce complex compli-
ance obligations and in-
creased expenses

forces the supply chain to struggle to
balance cost management and regu-
latory adherence

The compliance and regulatory data
are updated by the manufacturer, and
regulatory bodies can verify its cor-
rectness

Verifying the correctness of com-
pliance saves the company time by
reducing approval processes, and
regulatory bodies can also verify its
authenticity

million for a single company, will be utilized in the calculation
to show the size of the whole market for our product. 1039
drug recall instances were reported in 2020, bringing the total
to roughly $20.7 billion. [19]

The cost of supply chain temperature control difficulties
to the bio-pharmaceutical industry is $34 billion annually,
according to the IQVIA Institute for Human Data Science.

Market Size (Data Presented in billions (USD)

Shortage Mitigation Impact I 0.65962

Counterfiet Drug Detection Device I 1.19

0 5 10 15 20 25 30 35 40

Fig. 9. Market size of issues in pharmaceutical supply chain

We were unable to locate any relevant and practical studies
to use as a frame of reference with regard to compliance
and regulatory difficulties. However, if used, our technology
will significantly advance the collection of accurate data about
these problems.

All of these figures and statistics add up to a TAM (Total
Addressable Market) of US$ 56.55 billion.

60% of experts in the pharmaceutical and life science fields
are currently either using blockchain or experimenting with it,
according to the non-profit organization The Pistoia Alliance.
Companies who are prepared for blockchain technology would
be our main focus. As a result, the size of our SAM (Service-
able Addressable Market), or around US$ 33.93 billion, would
be 60% of US$ 56.55 billion. [20]

The SOM (Serviceable Obtainable Market) is US$1.0179
billion if we choose to take 3% of the market share.

Total Available Market

TAM
US$56.55 billion

SAM Serviceable Available Market
US$33.93 billion

SOM Serviceable Obtainable Market

Us$1.0179 billion.

Fig. 10. TAM SAM SOM analysis of PharmaSync

It presently contributes approximately 1.83 percent of
Bangladesh’s GDP and has a market value of about $3
billion, which helps the nation’s pharmaceutical sector. The
Directorate General of Drug Administration (DGDA) said that
Bangladesh now has 257 licensed pharmaceutical firms. As a
result, 150 factories are carrying on as usual and satisfying
around 98% of the nation’s overall demand. Currently, local



companies control 90% of the nation’s overall pharmaceutical
market, and global corporations control the remaining 10%.
Currently, Bangladesh produces 4% of the nation’s anti-cancer
treatment needs and more than 450 generic medications for
5,300 registered brands. Approximately 80% of the pharma-
ceuticals now produced in Bangladesh are generic medicines,
with the remaining 20% being proprietary medicines. In addi-
tion, Bangladesh is the only LDC that fulfills approximately
98 percent of its own internal demand for pharmaceuticals.
[22]

On the other hand, other calculations indicate that the
volume of fake drugs being sold on the open market at any
given moment may be as high as 2,500 crore taka, or around
233.64 million US dollars. Even if we factor in this amount,
there is a sizable market for a product like PharmaSync, which
may relieve businesses of the strain and support the saving of
lives. [23]

As a result, it can be said that a blockchain system like
PharmaSync has enormous potential and, if used, could com-
pletely transform the pharmaceutical sector in Bangladesh.

V. RISKS
A. Business Risks

We applied the Porter Five Forces Framework to analyze
PharmaSync’s competitive environment. The following image
shows how moderate the competitive rivalry for PharmaSync
will be. It’s likely that PharmaSync will face opposition
from other blockchain-based solutions. The nature of this
competition will vary depending on where in the world you
are. PharmaSync will face less intense rivalry in nations where
blockchain adoption is still at a low level. PharmaSync, on
the other hand, will need to deal with competition before
entering the market in nations where blockchain solutions are
accessible.

Low Moderate
since blockchain is decentralized, the
supplier power is usually low in this
industry. PharmaSync doesn't intend
to rely an any provider too much
initially.

In countries like Bangladesh, where
bleckchain technology is not yet
accessible, the buyer pawer can be
considered  low.  However,  in
developed  countries  PharmaSync
might run inte challenges.

Competitive
Rivalry

Moderate

Fig. 11. Porter’s five forces analysis model

Threat of New Entry

Moderate
Establishing a working blockchain
solution requires technical expertise.
However, the barrier can be lowered
as the technology becomes more
accessible.

Moderate
There are solutions available in the
market that may not be as holistic as
PharmaSync. On the other hand,
Pharmasync's differentiation  would
help to mitigate the risk.

B. Technical Risks

Implementing a blockchain-based pharmaceutical supply
chain solution introduces several technical and implementation
risks. Firstly, utilizing blockchain technology carries inherent
risks such as scalability limitations, the potential for network
congestion, and the need for consensus mechanisms that may
impact performance. These challenges can arise due to the

distributed nature of the blockchain network and the compu-
tational requirements of cryptographic algorithms. Secondly,
integrating various tools, technologies, and frameworks, such
as Zero Knowledge Proofs, ZK-KYC, and Schnorr Digital
Signature, the use of several identity management technologies
and libraries may introduce complexity and compatibility
issues, leading to development and integration challenges.
Additionally, the reliance on external IOT devices, decentral-
ized filed storage and management, the management of both
on-chain and off-chain data, and maintaining a hybrid-chain
approach poses risks such as network disruptions, latency,
and potential vulnerabilities in the communication protocols.
Moreover, if data privacy and security is not handled properly,
any vulnerability or security breach could compromise sensi-
tive information. Some other technical threats that may occur
include network and infrastructure reliability issues, adoption
and interoperability-related challenges, legal and regulatory
uncertainties, and technological obsolescence.

VI. CRITICAL SUCCESS FACTORS
A. Network-related Success Factors

Network-related success factors ensure effective network
operations, including on-boarding and off-boarding of partici-
pants, permissions, regulatory oversight provisioning, support
services, risks, and equitable costs distributed fairly based on
participants’ activities. The key stakeholders of this project
include manufacturers, distributors, retailers, regulatory bodies
(DGDA), hospitals/pharmacies/clinics, and general consumers.
The onboarding process of any stakeholder will be done
formally upon agreeing to comply with the existing regu-
latory compliance. These stakeholders have the opportunity
to switch from conventional account management systems to
blockchain-based SSI-enabled identity management systems.
A fee is associated with every stakeholder registering to the
system. The onboarding stakeholders will keep the trust in IP
architecture intact by allowing an authorized issuer to provide
access. The access control and permissions of the stakeholders
would be defined in the smart contract and all the accessibility,
verifications and validations would be done accordingly. The
rules and regulatory compliances would be strictly maintained
and monitored by the regulatory bodies (DGDA). To uphold
the regulatory guidelines for using the system, eligibility
would be confirmed via hyper ledger consensus nodes and
laws encoded in smart contracts. Any stakeholder flagged by
any lawmaker/ auditor/ regulator/ law enforcement agency
would be deprived of access controls and permissions accord-
ing to the smart contract. The on-chain application and server
of the network will be maintained by the monitoring body
and the off-chain part will be maintained by the respective
stakeholders. Network Operations will be performed by inter-
nal networking staff/ Pharmars Team (the blockchain team) to
monitor, manage and communicate throughout the network.
Some third-party IOT devices will also be integrated in order
to perform some operations. The sequence of the operations
is described in the sequence diagram given in the solution
section.



B. Business-related Success Factors

Business-related success factors include the underlying dy-
namics and structure of a multiorganizational operation that
is particular to a sector or use case. It includes essential
elements including the business model, shared services, cost
distribution, incentives, compliance controls, and regulatory
frameworks that drive and oversee how the network operates.
The objective of this pharmaceutical supply chain project is to
create a transparent, secure, and decentralized network for en-
suring traceability and protecting the privacy and trade secrets
of the stakeholders. The participants in the network would
be the manufacturers, distributors, retailers, regulatory bodies
(DGDA), hospitals/clinics/pharmacies, general consumers and
the Pharmars team. The physical assets would belong to the
stakeholders of the supply chain and the intangible assets
such as the smart contracts, compliance rules, IoT device
integration, operational information, etc. would be developed
and maintained by the Pharmars team along with the regula-
tory bodies. The founding members would be the registered
stakeholders in the centralized database. Although the proce-
dure would be mostly automated, it would still undergo an
additional audit phase before switching to the new system.
As our solution is aimed at handling six major problems
(discussed in the Problem section), the stakeholders would
get a more controlled, secured, and efficient ecosystem in
the network than the conventional systems. As for the non-
founding members, the identity management process of the
system would be much easier with the cloud-based agent
for the stakeholder organizations and the mobile app-based
agent for the general consumers of Hyperledger Indy, Aries,
and Ursa. The SLA (Service Level Agreement) regarding
availability, auditing, tracking, and tracing of assets would be
monitored off-chain according to the Hyperledger consensus
nodes with a built-in automated penalty system.

C. Technical Success Factors

Technology success factors shed light on IT infrastructure
and its distribution, technological assessment, and adoption
of resources, performance, security, cost structures, and the
associated risks that come along with it. In PharmaSync, Hed-
era Hashgraph’s Network Services Module facilitates efficient
communication and networking protocols among nodes. This
ensures a robust foundation for developing and executing smart
contracts and secure and decentralized File storage. A hybrid-
chain architecture consisting of a public chain and a private
chain is used in this project. The private chain node hosting is
done by the manufacturing company in the supply chain. The
read-only data of various stakeholders that ensure transparency
in the system, transaction history, and the verification and
validation data of the stakeholders that require monitoring
would be stored in the public chain (Hedera Mainnet). The
operational data, confidential transactions, private information,
and trade secrets would be stored in the private chain (utilizing
Hedera Consensus Service). As a public permissioned chain
Hyperledger Indy ensures that everyone has read access to
the ledger but only selected authorized persons can have

write access. The credentials for identity management is held
with an Aries agent/cloud Aries agent. The data ownership,
accessibility (read, write permissions), and storage type (on-
chain, off-chain) of all data are discussed in the access
control matrices. To achieve secure and efficient consensus
among participants in private and permissioned networks,
Hedera Consensus Service is used which ensures agreement
on the order and validity of transactions. The identity man-
agement system of this project would include a privacy-
enhanced Decentralized Identity (DID) infrastructure solution
using Hyperledger Aries, Indy, and Ursa. The verification and
validation-related data on the public chain will be governed
monitored and encrypted using Zero-Knowledge proof. Some
other algorithms and techniques that are used to make this
solution standalone are the ZkKYC technique for inter-supply
chain participant identification and verification, IoT integration
for the measurement and quality control of supply chain
products, the compliance data accessibility and verification
by issuing soul-bound NFT and the Schnorr digital signature
scheme for an efficient, secure, and linear method for creating
and verifying digital signatures. As for the deployment of
the project, The core technical team (Team Pharmars) would
be in charge of the project’s gradual deployment, and each
subteam within the main team would be in charge of its own
on-site server maintenance and other hardware-related issues.
The technical staff would also keep an eye on and take care
of any network and protocol-level issues. The risk mitigation
of this project involves implementing strategic policies to
mitigate IT infrastructure risks, including secure management
of Hedera Hashgraph’s hybrid-chain architecture, adherence
to access control matrices, utilization of privacy-enhancing
technologies, continuous monitoring of network and protocol-
level issues and having proper contingency and backup plans
for all possible situations. Proper maintenance and hardware
management would be ensured to minimize risks and ensure
the smooth operation of the pharmaceutical supply chain
system.

D. Success Factors as a Value Proposition Model

In business plans, this is usually called a revenue model or
business model, but the value may not always be money. Show
that the solution generates value and can capture it. Make
sure it is measurable. Another way to think about it is key
performance metrics: what defines success and failure? It has
to be quantifiable. A subjective mission cannot fail, and also
cannot succeed. No financial projections are expected.

PharmaSync’s value proposition lies in its ability to rev-
olutionize the pharmaceutical supply chain through advanced
blockchain technology, ensuring efficiency, transparency, secu-
rity, and accountability, while simultaneously reducing costs,
errors, and corrupt practices.

Point of Parity (POP) - Our blockchain solution, Phar-
maSync, offers a streamlined registration process and en-
sures compliance with regulatory standards, delivering a user-
friendly experience on par with existing solutions.
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Point of Difference (POD) - Unlike other blockchain solu-
tions, PharmaSync incorporates a ZkKYC submodule for se-
cure participant identification and verification, reducing fraud
risks and enhancing trust. It also provides an added layer
of trust and verification using the Schnorr digital signature
algorithm during data exchange between two parties.

Overall, our solution, PharmaSync, presents a comprehen-
sive array of advantages within the pharmaceutical supply
chain management system:

o Enhanced Compliance with Regulatory Standards: Our
solution enables pharmaceutical companies to maintain
compliance with regulatory standards, reducing the risk
of non-compliance and associated penalties. This aligns
with the need to address the increasing number of FDA
warning letters referencing data integrity deficiencies.

o Improved Traceability and Recall Management System:
Our solution incorporates a recall management system
that ensures efficient traceback and swift removal of de-
fective products from the market, minimizing the impact
on consumers and resources.

o Increased Accountability: The real-time monitoring and
tracking capabilities of PharmaSync ensure accountability
across the supply chain, fostering responsible practices
and adherence to quality standards.

o Elimination of Single Point of Failure: With no central-
ized entity storing related data, PharmaSync eliminates
the risk of a single point of failure, enhancing the
resilience and reliability of the system.

o Cost Savings: The automation, elimination of intermedi-
aries, and streamlined processes offered by PharmaSync
result in cost savings for pharmaceutical companies,
reducing operational expenses.

o Faster Operations: Through automation and digitization,
PharmaSync expedites operations, reducing lead times
and enabling faster delivery of pharmaceutical products
to market.

« Increased Public Trust: By promoting transparency, secu-
rity, and accountability, PharmaSync builds public trust in
the pharmaceutical industry, bolstering the reputation of
companies and improving customer confidence.

To establish PharmaSync as a dominant player in the years
to come, it is of utmost importance to identify revenue streams
and ensure a stable cash flow into the business. Having such
cash flow would help PharmaSync keep afloat and help us
make continuous improvements in the market. As we intend to
form partnerships with regulatory bodies to gain access to the
market and establish validation, we will charge a subscription
fee from these regulatory bodies. This fee would be payable
annually. This fee would be competitive and discounted since
both parties would benefit from this partnership. Now the
question may arise why would these regulatory bodies pay
a subscription fee? These regulatory bodies aim to make
the pharmaceutical industry better and establish transparency.
PharmaSync will help them achieve that. With the help of
PharmaSync, they will be able to solve problems of different

magnitudes.

As for pharmaceutical companies, the revenue stream will
be twofold. Firstly, the implementation of PharmaSync would
require significant cost and labor. To cover this, we will charge
companies an implementation fee first. This would be a one-
time payment, and a discount will be provided if a large
conglomerate wants to implement our solution. Secondly, an
annual maintenance fee will be charged to pharmaceutical
companies to ensure smooth operation. In the initial stages,
we will earn our revenue from these three sources. When
we explore different horizons and implement our solutions
in different countries, we will surely come across different
avenues that will help us to earn from additional sources of
revenue.

E. Distribution-related Success Factors

Demonstrate that not only does the project have value, but
it can be brought into reality. Distribution is about how the
project will go to market and what the next steps will be.
What is the plan to get it launched, even better if there are
immediate next steps or a short-term roadmap, no financial
projections are expected.

Short-term Timeline of

PharmaSync

2024

Jan-Jun

2025

Jan-Mar
Partnership with Regulatory
Authorities and Convincing

Them to Implement Our
Solution

IIII.

2024 2025
Jul-Dec April-
« Commencement of Operations
- Focus on Service Excellence &
Building Relationships in the
Industry

Blockchain
Integration/Application
Development

Praduct Testing & Quality
ssurance

Fig. 12. Short Term Distribution Timeline of PharmaSync

In terms of distribution, PharmaSync will initially focus on
capturing the local market, leveraging the limited competition
in this sector. Over the first two years, our primary emphasis
will be on the local market and elevating the state’s pharma-
ceutical sector. Commencing our venture in 2024, the initial
six months will be dedicated to robust solution development,
followed by an additional six months for a meticulous evalu-
ation of our offering, ensuring the highest quality.

Recognizing the pivotal role of gaining market access and
validation, the forthcoming year will see a strategic shift
towards collaborations with national regulatory bodies. After
we have a solid foundation, we will strategically enter the
regional market. Our ongoing commitment to growth, excep-
tional service delivery, and fostering industry relationships will
be integral to expanding our market share.
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Fig. 13. Appendix A: Business Model Canvas

Read access control matrix chart

Product Product Product Supply chain
Product Quality flowfromM flow from F;,:g‘r’n“;t‘g";" f:“l‘f;':‘““ and e dentity  entitiles
Status toD DtoR Invoices guinfory identity
Storage type: On chain | On chain On chain On cham On chain On cham On Chain Off chain Off chain
Stakeholder
Manufacturer Yes Yas Yes Yes Yes Yes Yes Yas
- only if
Lonohn involved  Yes Yes Yes Only if invohved  With restniction Yes Only own
Retailers only if
involved Mo Yeas Yes Only if invohved  With restriction Yes Only own
Ph N only if
Armacies invalved Mo Mo Yes Only if mvohleed  With restriction Yes QOnly own
Pharmars Team Yas Yas Yas Yes MNo Wiith restriction Yas Only own
Regulatory Bodies
Yes Mo Mo No Mo Yes Yes Global data
Only
Ganeral public alobal
data Mo Mo Mo Mo With restriction Yes Mo

Fig. 14. Appendix B: Access Control Matrix [Read]
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Write access control matrix chart

Purchase Compliance Supply
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Fig. 15. Appendix B: Access Control Matrix [Write]
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